Follow the steps as shown in below screenshots to generate certificate file (.pfx):
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£* Certificate Export Wizard

Welcome to the Certificate Export Wizard

This izard helps you copy certficates, certficate trustlsts and certficate revocation
lists from a certficate store to your dck.

A certificate, which is ssued by  certfication authority,is aconfirmaton of your dentity
‘and contains information used to protect data or to estabish secure network
connections. A certficate store is the system area uhere certiicates are kept.

To continue, cick Next.
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Export Private Key
You can choose to export the pivate key with the certicate.

Private keys are password protected. If you want to export the private key with the
certficate, you must type a password on a later page.

D0 you want to expart the private key with the certicate?
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Export File Format
(Certficates can be exported n a variety of fle formats.

Select the format you want to use:
DER encoded binary X.509 (CER)
Base-64 encoded X.509 (.CER)
Cryptographic Message Syntax Standard - PKCS 27 Certicates (P76)
Incude o certficates i the certficaton path f possile
(@ Personal Information Exchange - PKCS #12 (PFX)
[Aindude o certicates in the certfication path f possble
[CIelete the private key f the exports successful
[Export o extended propertes:
[enable certcate privacy
Marosoft Seriakzed Certicate Store (.S5T)





image7.png
€ Cetificate Export Wizard

Securty
To maintan securty, you must protect the pivate key to 3 secuity princioel or by
usng 2 passward.

[ Group or user names (reconmended)
2
Remove
1. set password

2. optional
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File to Export
Spefy the name of the ie you want to expart
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Completing the Certificate Export Wizard

Youhave successfuly completed the Certficate Export wizard.

You have spefied the folowng settngs:

frerarne e
Eportkeys Yes

Incude ol certiates n the certication path Yes

Fie Fomat Personal Information Exchange (*]

Cancel
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§2, Manage use certfcates
Control panel

Step 1- Open certmgr
Search the web

£ user certifica s >
L user certificates >
O user certificate authentication >

P user certificate attribute empty >

P user certifical




image2.png
& certmgr - [Certificates - Current User\Personall Certificates] - o x

e Action View Help

e am &G XDE

5 Certificates - Current User
v [ personal

1 Enterprise Trust

(2 Intermediate Certification Aul
Active Directory User Object

(3 Trusted Publishers

(2 Untrusted Certificates

1 Third-Party Root Certificatior

21 Trusted People:

1 Other People

{2 Local NonRemovable Certif
Certficate Envollment Reque:
> [ Smart Card Trusted Roots

Issued To N Issued By B
23]35930665-5246-4deb-bbbT-Oec... MS-Organization-Access %
llocalhost localhost 2
llocalhost localhost 2

double click it





